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0. A—B: {<Na, pk(5k3)>}pk(skb)
1. B— A: {(Na, (Np,pk(skp)))}ok(sks)
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0. A—B: {<Na, pk(5k8)>}pk(skb)
1. B— A: {(Na, (Np,pk(skp)))}ok(sks)

Security property : Anonymity

The identity of the principal A cannot be revealed to the attacker.
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0. A—B: {<Na, pk(5k3)>}pk(skb)
1. B— A: {(Na, (Np,pk(skp)))}ok(sks)

Security property : Anonymity
The identity of the principal A cannot be revealed to the attacker.

c(pk(ska))-c(pk(ska)).c(pk(skp)) | Pa(a, b) | Pa(b, a)

c(pk(ska)).c(pk(ska/)).c(pI:Eskb)) | Pa(a’,b) | Pg(b,a")
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Automatic procedure to prove equivalence properties J
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Rewrite rules

dec(enc(x,y),y) — x
adec(aenc(x, pk(y)),y) — x
check(sign(x, y), pk(y)) — x
T1((x,y)) = x and m({x, y)) = y
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Constraint system

0. A—B: {(Na, pk(ska)) } pk(sks)
1. B—A: {(Na, (Np,pk(skp)))}pk(sks)
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Constraint system

0. A—B: {(Na, pk(ska)) } pk(sks)
1. B—A: {(Na, (Np,pk(skp)))}pk(sks)

For each interleaving, one constraint system. )

Constraint System :

pk(ka), pk(kp), { (12, Pk(ka)) }ok(i) = {06 ) Yok(s,)
pk(ka), Pk(kb), {(na, Pk(ka)) Fpk(ky)s {(X: b, Pk(kb)) 3y (7, 2, Pk(b)) }ok(ka)
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Solution of a constraint system

pk(ka), Pk(kb), {(na, pk(ka)) }ok(ky) F {06 Y) Fok(ky)
pPk(ka), Pk(kb), {(na, Pk(ka)) }pk(ky)s 10X, Mo, Pk(kb))}y 1= {(na, 2, Pk(Kb)) } pk(ka)
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Solution of a constraint system

axi axo axs axy
X1 pk(ka), pk(kb), {(na, Pk(ka))}pk(ky) F {0 Y) } pk(ky)
X2 pk(ka), pk(kb)v {(na, pk(ka)>}pk(kb)7 {{x; np, pk(kb)>}y|_ {{na, z, pk(kb)>}pk(ka)

@ 0 ={xrny; yr> pk(ka); z+ np}, and
@ 0={X1—ax3; Xo— axa}.
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Static equivalence

Static equivalence : ¢ ~ ¢/

Given two sequences of terms ¢, ¢/, the intruder cannot distinguish
them.

’

0 V(,&) e Epl =&l & ) =€
o V€ el Epl is a message < £¢/| is a message
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Static equivalence
Static equivalence : ¢ ~ ¢’

Given two sequences of terms ¢, ¢/, the intruder cannot distinguish
them.

0 V(,&) e tpl =&l & ') =€
o VE €T,£p] is a message < £¢'| is a message

Example 1

e ¢1 =a, {a}p, b
@ ¢pp=a, {c}p, b

\
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Static equivalence
Static equivalence : ¢ ~ ¢’

Given two sequences of terms ¢, ¢/, the intruder cannot distinguish
them.

0 V(,&) e tpl =&l & ') =€
o VE €T,£p] is a message < £¢'| is a message

4

Example 1 : Non-equivalent

® ¢1=a, {a}p, b dec(axz, ax3)o1l = a = ax1¢1d
° ¢pp=a, {c}p, b dec(axz, ax3)pal = ¢ # axi1¢2l
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Static equivalence
Static equivalence : ¢ ~ ¢’

Given two sequences of terms ¢, ¢/, the intruder cannot distinguish
them.
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Example 1 : Non-equivalent

® ¢1 =a, {a}p, b dec(axz, ax3)p1l = a = ax1¢1l
@ ¢pp=a, {c}p, b dec(axz, ax3)p2l = ¢ # axi1¢2l

° ¢1 = a, {a}b
° ¢ = a, {C}b
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Static equivalence
Static equivalence : ¢ ~ ¢’

Given two sequences of terms ¢, ¢/, the intruder cannot distinguish
them.

v

o V(¢,&) e P épl =9l = Pl =¢€'¢)
o V€ €T £l is a message < £¢'| is a message

y

° ¢1=a, {a}p, b dec(axz,ax3)¢1l = a = ax1¢1]
@ ¢pp=a, {c}p, b dec(axz, ax3)p2l = ¢ # axi1¢2l

Example 2 : Equivalent

° ¢1 = a, {a}b
° ¢ = a, {C}b
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Symbolic equivalence

Two constraint system C and C’ are in symbolic equivalence iff :
e for all (6,0) € Sol(C),there exists ¢’ such that
(0,0") € Sol(C’) and ¢po ~ ¢’
e for all (0,0") € Sol(C’), there exists o such that
(0,0) € Sol(C), and ¢ ~ ¢'c’
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a, b F x
a, b7 {X}k - {a}k

a,b Fx
a, b7 {a}k F {a}k
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Example 1

a, b F x
a, b7 {X}k - {a}k

a,b Fx
a, b7 {a}k F {a}k

| \

Non-equivalent

The substitution 6 = {Xj — ax2, X — ax3} is only a solution for
the second constraint system with o = {x — b}, and
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{na}k7 - {X}k
{nati; {F0C)k, k= {f(na)}ti

{na}ka - {X}k
{nabi {F() e K F{F(na)}e
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{na}k7 - {X}k
{nati; {F0C)k, k= {f(na)}ti

{na}ka - {X}k
{nabi {F() e K F{F(na)}e

Non-equivalent

@ A solution : 0 = ¢’ = {x — n,}, and
0 = {Xl — axi, X2 —> axz}

@ o # ¢o’ 1 &= f(dec(axy, ax3)),&’ = dec(axy, ax3)
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General idea

@ Input : two constraint systems :C and C’
@ Problem : is C~, C'?

@ Reduce the problem to a finite conjunction of constraint
systems equivalence :

Cms CUA...NCyms C

o Decidability of each Cj ~5 C/ has to be trivial
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The algorithm

@ Set of rules.
@ Each rule takes a couple of constraint system as input

@ Each rule creates two couples of constraint system as output

(C.C)
PAEEERN
(G ) (G G)
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The algorithm

@ Set of rules.
@ Each rule takes a couple of constraint system as input

@ Each rule creates two couples of constraint system as output

(C.C)
PAEEERN
(G ) (G G)

(G, G) (&G) (G, G3)

The application of the rules creates a binary tree where each node
is a couple of constraint systems.
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Main result

Theorem

Our set of rules is :
@ complete,
@ sound
@ and terminates

for the problem of deciding the symbolic equivalence of constraint
systems.
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Implementation

www.1lsv.ens-cachan.fr/~cheval/programs/index.php J
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www.lsv.ens-cachan.fr/~cheval/programs/index.php

a, b {a}
{ ¢, dF{x}c
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a, b a

a, b-b

c,dFx

c,dFc
a, b {a}
c, dF {x}c
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a, b a
a, b-b

c,dFx
c,dFc

a, b {a}
{ c, dF {x}c
{ a, b '_NoCons {a}b

c, d '_NoCons {X}c
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a, b {a}
{ c,dkc
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a, bk a
a, b-b

uE

a, b {a}
c,dkFc
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a, bk a
a, b-b

1
a, b {a}
c,dkFc
{ a, b'_NoCons {a}b

G, d '_NoCons c
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a, b {a}
{ c, dFx
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((a, bk a
a, bk b

C, C“—Xl
C, dl—Xz

{ a, bk {a}, x = {x1}x

c, dFx
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((a, bk a
a, bk b
C, C“—Xl
C, dl—Xz
a, b {a} x = {x1}x
c, dFx

{ a, b'_NoCons {a}b

G, d '_NoCons X
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Termination problem

a +
a +
a F {Xl}Xz a’ b l_
ab F x
—_—
a
{ a }_ _y]_ a l_
a, b - {yl})/2 a, b I—

X1
X2
X1

21

¥}
{{21}22 })/2

. ?
with y; = {21}22
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Termination problem

a F {tl}tz
a F x
a F x ab +F t
a F x ab F t
a,b F x - ?
with x; = {t1}4,
—_—
a kF z =
a bz b o
ab = {{zi}zn}y ;
: ; a,b H {Zl}zz
with y3 = {z1},, a,b - w
_ ?
with y1 = {z1},,

20/22



Termination problem

a
{Xl }Xz &
X1 with

—
\.Q.)

oL
T T

»
{y 1 }Y2

——
\.Q.)

oL
T T
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Termination problem

a {tl}Q
a F X2
ab F t
a F {xi}x a,b 7" to
ab F x with x; = {t1 }4,
{ akF n a kF
a, b + {.yl}yz a + Zn
d, b F {21}22
a, b F ¥
. ?
with y; = {Zl}zz
There exists a strategy on the rules which terminates )
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Decision procedure for symbolic equivalence

@ disequation
@ set of constraint systems

@ more cryptographic primitives
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Decision procedure for symbolic equivalence

@ disequation
@ set of constraint systems

@ more cryptographic primitives

Decision procedure for trace equivalence

@ else branch

@ non deterministc protocol
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